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n this issue, you will ﬁnd
news reports of the World
Economic Forum’s (WEF)
Global Risks Report 2018
and the 2018 Allianz Risk
Barometer, which survey
experts and businesses on
what risks concern them most. Both reports
note the usual suspects – extreme weather
events, natural disasters, cyber attacks,
data fraud and terrorism among others.
Landscapes inevitably change over
time. Risk topography is no different,
with new concerns such as illicit trade,
large-scale involuntary migration, new
technologies, food crises and disease
ﬁnding their way into these reports.
Old foes and new… But regular readers of
CRJ will already be familiar with these threats.
Very rarely do we get frustrated on CRJ,
but a perennial (if, thankfully, relatively rare)
irritation is meeting somebody who simply
cannot conceptualise why events and factors
outside their immediate area of expertise have
a direct and material relevance to their work in
resilience, preparedness, response or security.
Events inevitably demonstrate how
deluded this myopic attitude can be.
Years ago, when researching for the
launch of this publication, I got in touch
with a number of contacts in this sphere
to research the effects climate change
might have on their roles. Every single
person replied that they envisaged no
impact at all. How times have changed.
Opioid addiction; trauma and mental
health (whether in the workplace or between
generations of societies enduring poverty
or conflict); the malevolence of online
predators encouraging vulnerable youngsters
to self-harm or to hurt others; fakery, fraud,
propaganda and misleading news; the shifting
acceptable window of political views and
how these are being shaped by manipulation
– these are all topics in this issue. And they
are often entangled with one another; it can
be a matter of making connections between
seemingly disparate phenomena or events,
and extrapolating potential consequences
and impacts to get a truly global vision
of what could lie over the horizon.
Understanding these linkages and their
possible consequences on your business,
community or service is imperative. Failure
to do so not only implies a lack of vision
and planning, but also demonstrates a
deep failure to understand and appreciate
the intricate, dark kaleidoscope of today’s
ever-evolving threats and risks.
Emily Hough
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Machine-learning and
Open source intelligence played a vital role after two major hurricanes struck the
island of Puerto Rico in 14 days, in that it helped responders keep an active pulse
on public sentiment and be responsive to key pockets of concern, according to
Simone Moreau

T

Above and right:
Damage caused by the
hurricanes that struck the
island of Puerto Rico
New York State Police

Opposite: Some of the
tweets indicating when
particular assistance was
needed in the aftermath
Twitter
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wo major hurricanes pummelled
Puerto Rico within a 14-day
stretch towards the end of 2017.
Hurricane Irma blew in at 298
km/h, knocked out the island’s
power and most of its water, leaving residents in
long queues for fuel, food and support.
While the region was beginning to recover,
it was then struck by Hurricane Maria, which
caused billions of dollars in damages and
destroyed what was left of the remaining
infrastructure, leaving the island in need of
immediate and long-term help. Puerto Rico
was on the brink of a humanitarian crisis.
Citizens and Governor Ricardo A Rosseloo of
Puerto Rico called on the US Congress to prevent
a deepening disaster and to extend support to
over 3.4 million civilians who were left without
communication, power, running water, and a
low supply of food and emergency necessities.
The US rapidly scaled up its involvement on
September 26, after the Federal Emergency
Management Agency (FEMA) determined
more help was needed in Puerto Rico. At its
peak, more than 10,000 US service members
were in Puerto Rico helping civilians and
providing support relief operations.
As part of these emergency response efforts,
more than 150 New York State Troopers were
deployed over a six-week period to augment
Policia Puerto Rico. Three waves of approximately
50 men and women from New York State
Police were deployed for two-week rotations.
“What we were seeing in Puerto Rico was
a humanitarian crisis created by a natural
disaster and a lack of resources. Without the
proper infrastructure and logistics it was nearly
impossible to properly identify and reach areas
that needed emergency supplies throughout the
country. Not to mention identifying other public
safety concerns,” says New York State Police BCI
Captain and Fusion Center Director, Andrew
Crowe. “Every trooper was needed on the streets.”
Captain Crowe, who was responsible for the
intelligence support for the overall operation,
understood the limitations and challenges faced
on the ground. Real-time intelligence would
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open source response
be crucial to ensure trooper safety, deploy
resources appropriately and to provide adequate
support to those in need of supplies, food or
healthcare. The reports also provided additional
situational awareness to New York State Police
executive staff not in Puerto Rico, but who
needed insights into what was happening.
The reality was that the majority of citizens
had no power but many did have access to the
Internet through their phones. Those taking
to social media and open source channels
had a greater chance of getting help more
quickly. Crowe needed his fellow troopers
to have that extra visibility into what was
happening on social and online channels. The
challenge was how to take advantage of this
information effectively and responsively.
So the New York State Police partnered
with Media Sonar’s Managed Services team
to support its on-ground operations. Through
this partnership, troopers on the ground
benefitted from both the human analyst
expertise of the Media Sonar team and its
technology, which applied machine-learning
analytics to large volumes of online social
media communication. Because of this,
Crowe and his fellow troopers were able to
keep an active pulse on public sentiment and
be responsive to key pockets of concern.

Vital intelligence
“Online and open source intelligence was
instrumental in finding these people,” says
Crowe. “Communication from the island
has been a huge challenge since there was no
electricity. Some people had to climb to the
roofs of their cars to try to get a phone signal.”
Many Puerto Ricans took to expressing
feelings of frustration and concerns through
online networks. People also posted location
specific information in order to be found.
Some posts identified areas still without power
or in need of water, food and healthcare.
One report alerted them of an elderly man
who needed oxygen and medical care in a
rural area. They dispatched appropriate health
care professionals right away. It also alerted
those on the ground of when additional
resources or support were needed owing
to flooding or infrastructure problems.
Lieutenant Dennis Schager, who was on
the ground in Puerto Rico, comments: “the
Media Sonar intelligence reports were used
to provide additional situational awareness
for our troopers. It also alerted us of a
situation we may not have known about.”
join the CRJ LinkedIn group

Understanding the online sentiment or
nature of posts through online networks
was extremely important for troopers on the
ground. It allowed these officers to anticipate
the needs of civilians, validate information, and
gain visibility into public morale or events.
Utilising real-time reporting and enhanced
alerting technology, Media Sonar’s team was
able to identify public safety concerns, civilians
in need of medical or health assistance, as
well as potential crimes and theft. Harnessing
natural-language processing technology,
posts were automatically translated into
English, eliminating any language barriers.
Public topics or trending hashtags were also
identified within the reports. A trending topic
could quickly shift an entire investigation.
For instance, on November 7, Media
Sonar’s team became aware of a fire that had
broken out on the roof of the First Bank.
The team acted quickly and connected with
the commanding officer on the ground.
Identifying this potential public safety
concern allowed troopers to understand
the emergency better, what resources were
needed, and direct resources appropriately.
Crowe believes that the additional insights that
Media Sonar provided his team were invaluable.
Crimes that were happening were typically talked
about over online channels. Most posts provided
details of the emergency or situation at hand, with
enough information to assist officers to either
mitigate or manage the situation accordingly.
“Working with Media Sonar’s Managed
Services team gave us visibility into situations
we weren’t always too sure about. The
intelligence reports were critical in helping
provide additional support and safety to the
citizens of Puerto Rico,” Crowe explains.
“The data also reaffirmed that troopers on
the ground were placed in areas of high-need
and that resources were not being wasted.”
The 45-day New York State Police relief efforts
are considered a success. Crowe notes: “The
reports played a strong supporting role in their
intelligence process to help provide relief to the
suffering in Puerto Rico.“ However, the true
heroes of the day were the men and women on the
ground serving, protecting and putting their lives
on the line. “It’s what we do in this job day in and
day out,” he says.

Author
SIMONE MOREAU is Senior Manager, Marketing
and Communications at Media Sonar
 www.mediasonar.com
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